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Social Media Policy

Scope of Social Media

The purpose of this policy is to set clear guidelines for employees and Members of Newton
Abbot Town Council who have access to social media. The current Code of Conduct
applies to online activity in the same way it does to other written or verbal communication.

Individual Town Councillors and Council staff are responsible for what they post in a
Council and personal capacity. Councillors’ views posted in any capacity in advance of
matters to be debated by the Council at a Council or committee meeting may constitute
predisposition, predetermination or bias and may require the individual to declare an
interest at Council meetings.

This policy covers all forms of social media and social networking sites which include but
are not limited to:

e Newton Abbot Town Council’s website
e Facebook, Twitter, Instagram, YouTube, WhatsApp and other social networking sites
e Email

The key aims of this policy are:

e
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Ensure communications through social media meet legal requirements
Increase community engagement and connect with residents

Engage a wider audience, particularly with younger people

Offer responsive communication

Deliver savings in communication and collaboration

Ensure appropriate, effective and consistent use of social media
Complement and support other related council policies and codes of conduct
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Social media may be used to:

Distribute agendas, post minutes and dates of meetings

Advertise events and activities

Promote good news stories with a linked website or press page

Advertise job vacancies

Retweet or share information from partner agencies such as Principal Authorities,

Police, Library, Health etc.

Announce new information

e Post or share information from other Town Council related community groups such
as schools, sports clubs, community groups and charities

e Refer resident queries to the clerk and all other Councillors

e Share any other information that is relevant to the community

Managing social media is fundamental to reputation management, creating advocates and
strengthening communication with the wider community of Newton Abbot.



The Key Risks identified with social media include:

» Criticism from the general public — Officers will establish a clear business case for
using social media and demonstrate its value over other methods of communication.
Regular monitoring and evaluation will assess quality and agree standards.

» Technical security of accounts and potential for mis-use or hacking — Passwords will
be controlled and frequently monitored. Account details and passwords will not be
shared with unauthorised users.

» Vandalism of content and unsuitable content from other users — unsuitable posts and
comments will be removed as soon as officers are made aware of issues.

> Inappropriate use — Accounts will only be accessible to authorised users and they
will be provided with guidelines, training and support and having signed this policy
will adhere to guidelines.

1. Using social media

The Town Council recognises the growth of online audiences and the use of social media
channels to enable councils to work more effectively as identified in the following three
ways:

Communication — directly communicate important and timely messages, news and
information, promote events and improve awareness of services by providing direct digital
access to them.

Engagement — seek opinions, share conversation and better engage with residents. We
can help to improve residents’ knowledge and correct misconceptions.

Collaboration — find more efficient ways of working together and sharing information which
can change or enhance the perception of the council and that of specific service areas or
projects.

It is important that all operators are aware of how to use each channel properly and
securely to minimise risk and maintain council standards, therefore, the creation of all new
social media channels for projects within the Town Council and Museum must be approved
prior to setting up accounts.

2. Passwords and Accounts

All Town Council and Museum social media accounts should only be used for the business
of the authority and never for private use. Similarly, no personal accounts should be
accessed using Council equipment to avoid for the potential of cross contamination of
content. All social media used for promoting new, information, brands, projects and
services on behalf of the authority are the intellectual property of Newton Abbot Town
Council.



3. Professionalism and Tone

Given the relaxed style of social media it is important not to appear overly formal; however,
anything written on a Town Council or Museum social media channel reflects the

organisations.

Using social media is different when you identify yourself as a Town Council employee or
Museum volunteer, speak in a professional capacity or seek to deploy social media on
council business. Participation on-line results in comments being permanently available
and open to being republished in other media. This may attract media interest in yourself
or the Town Council so proceed with diligence and if unsure, take advice before posting.

In order to maintain clear standards users should adhere to the following guidelines:

Do’s
v

v

Use social media in the spirit in which it was intended — to engage, openly and

Engage and be sociable by starting conversations, sharing news and
asking questions

Ensure that resources are available to post regular/daily content and
respond to questions

Try to take difficult conversations out of the public domain and onto a
private channel

Consider how messages would be handled out of hours — publish
working hours or schedule posts to appear out of normal operating
hours

Be professional, ensure that you are seen to act in an honest,
accurate fair and responsible manner at all times and in a way that is
respectful to everyone

Remember that you are still the public face of the Town Council as
you engage on social media and should participate in the same way
as you would with other media and public meetings and forums

Try to add value by providing worthwhile information and perspective.
Newton Abbot Town Council and the Museum brand is best
represented by its people and what is published will reflect on the
wider organisation

Listen — social media is designed to be a two-way channel similar to
a conversation

Ensure that resources are available to regularly monitor the media
channels and evaluate the success of your activity

honestly.



Don’ts
e Hide your identity using false names or pseudonyms

e Present personal Opinions as that of the Town Council

e Post content that is contrary to the democratic decisions of the Town
Council

e Post controversial or potentially inflammatory remarks

e Engage in personal attacks, online fights and hostile communications

e Use an individual's name unless given written permission to do so

e Publish photographs or videos of minors without parental consent

e Post information that may be deemed libel

e Post online content that constitutes bullying or harassment

e Bring the Town Council into disrepute, including through content
posted in a personal capacity

e Conduct any online activity that violates laws, regulations or
constitutes a criminal offence

e Publish any content which may result in actions for defamation,
discrimination, breaches of copyright, data protection or other claims
for damages. This includes but is not limited to material of an illegal,
sexual or offensive nature that may bring the Council into disrepute.

e For party political purposes or specific campaigning purposes as the
Council is not permitted to publish material which ‘in whole or part
appears to affect public support for a political party’ (LGA 1986)

e Use for the promotion of personal financial interests, commercial
ventures or personal campaigns.

e Use in an abusive or hateful manner.

e Use for actions that would put Council representatives in breach of the
Code of Conduct or policies relating to Town Councillors or staff.

Publishing untrue statements about a person which is damaging to their reputation is
libel and can result in a court action and fine for damages.

This also applies if someone else publishes something libellous on your social media
site. A successful libel claim will result in an award of damages against you.

Posting copyright images or text on social media sites is an offence. Breach of
copyright will result in an award of damages against you.

Publishing personal data of individuals without permission is a breach of Data
Protection legislation and an offence.

Publication of obscene material is a criminal offence and is subject to a custodial
sentence.

Anyone with concerns regarding content placed on social media sites that denigrate
Town Councillors, Council staff or residents should report them to the Town Clerk.
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5. Images

It is illegal to use graphics or photographs from the internet without permission. Ensure
that anyone giving permission to use an image is the original copyright owner. ltis the
responsibility of the officer or volunteer posting the image to ensure that they have the
correct permission for use including those photographs in any existing archives before
use. Do not take any photographs of children who are (or appear to be) under the age
of 18 years without permission from a parent or guardian. Permission is non-
transferrable from a third party, such as a school.

6. Responding to negative posts

Occasional negative posts cannot be avoided, but they must be dealt with in a
professional manner to uphold the Council’s reputation. They should not be ignored
although sometimes no answer will be required if it is a rhetorical question, a repetition
of an earlier post. Since posts are public it is better to respond to them in public,
although it may be preferable to take them onto a private channel as any response
could be seen and used by the media.

7. Election Protocol

All users need to be aware that social media activity may be reduced for a defined
period before local and national elections in order to comply with legislation which
affects local authorities.

Acceptance

If you wish to create a social media profile on behalf of the Town Council or
Museum you must agree to follow the guidance outlined above and complete
your details below.

TOWN ClerK: oo

Date: ...



Appendix 1: Social Media Policy
Supplement - Civility and Respect

1. Engaging with the council on social media

1.2 The council encourages members of the public, local organisations and community
groups, members of the press, local councillors and others in our wider community to
follow and engage with the council through social media accounts.

1.3 We also encourage everyone in our community to share content from our
corporate social media accounts with their own social media networks. This is
especially important, for example, during emergency situations or where sharing timely
information is essential.

1.4 Councillors may choose to engage with the community on their own ‘councillor’
social media accounts.

1.4 Individuals and organisations are responsible for the content that they choose to
post to their social media accounts. This includes content created by others that
individuals or organisations choose to repost, retweet or share.

2. Conduct on social media

2.1 The Council will treat everyone with courtesy and respect on its social media
channels, and we therefore ask for the same in return from those who choose to
engage with us.

2.2 We ask that council staff and councillors are treated courteously. Council staff and
councillors should never be subjected to bullying or other forms of abuse or
harassment.

2.3 Council staff and councillors have the right to carry out their civic duties and work
without fear of being attacked or abused. Any behaviour whether that be verbal,
physical or in writing, which causes either councillors or council staff to feel
uncomfortable, embarrassed, or threatened, is unacceptable.

3. Reporting a civility and respect-related issue

3.1 Council staff and others operating the Council’s social media accounts will at all
times be mindful of the council's relevant policies, procedures and processes,
including the Code of Conduct.

3.2 The council will record and report abuse directed at the Council. The Council may,
for example, create screenshots of comments and keep a record of abusive or
threatening communications, and may take further action as appropriate.



3.3 Council staff and councillors should not have to put up with abusive or threatening
behaviour. When subjected to such behaviour. The council reserves the right to enact
its relevant social media policies and may, for example, delete content, block
individuals or report individuals to social media platforms when appropriate to do so.

3.4 The Council may need to report issues of poor conduct directly to social media
platforms. For instance, if someone has created a ‘fake account’ or if someone is
persistently abusive to the Council.

3.5 The Council reserves the right to report criminal matters it notices on social media
to the Police. For instance, hate crime/speech or threats of violence.

3.6 Please get in touch with the Council if you feel that a councillor, member of staff
or a user of our social media has failed to act in a civil and respectful way on our social
media.

3.7 You can contact Phil Rowe the Town Clerk in the following ways:

NEWTON’S PLACE

43 WOLBOROUGH STREET
NEWTON ABBOT

DEVON

TQ121JQ

01626 201120
Info@newtonabbot-tc.qov.uk



mailto:Info@newtonabbot-tc.gov.uk

Appendix 2: Guidance Notes

Share best practice and highlight bad practices

It is always important to highlight good practice with colleagues. It is equally important
to remind people why good conduct on social media is important. Your council could
consider sharing resources such as videos and articles.

Proactively encourage two-way civility and respect
through the council’s social media channels

When there is a positive news story relating to your council or area, try to encourage
positive engagement. This can be on any aspect of the work of the council, from its
day-to-day services, its people and teams, the projects it carries out, and so much
more. It can also relate to awards and recognition.

For example, if the council does well in an ‘In Bloom’ competition, your council could
take the following easy steps to proactively boost two-way civility and respect on its
social media channels:

1. Take a picture or video of the beautiful flowers, or the team collecting the award
2. Create a positive post

3. Ask councillors and other members of staff to positively comment, react and
share

4. Repeat the next time there is some good news

You could also promote events such as World Kindness Day. This event takes place
worldwide every year on 13th November.

Why use social media as a councillor?

Social media is a simple, quick and effective way of communicating. It's also cheap
and allows a user to reach whole communities at the click of a button.

More than that, social media is built for community engagement. Councils and
councillors can have 2-way conversations rather than simply broadcasting information.

Tip: Some people aren’t on social media at all. Not everyone on social media will
be on the platform that you are using. Remember both of these things when
seeking feedback or opinions from your community.

New to social media as a councillor?


https://www.randomactsofkindness.org/world-kindness-day

If you have never used social media as a councillor, start with small steps. Take
advice, don’t rush into things. Start off on one platform and master it before moving on
to another.

Setting up a Facebook Page is a good place to start. It is easy to do and most people
are familiar with it. Lots of people are still active Facebook users - despite it now being
considered ‘traditional’ social media.

Once you have yourself set up, start with a simple ‘Hello’. Try to post engaging content.
Ask questions, take feedback and build a two-way conversation. Build a community
by trying to grow the number of followers or subscribers you have.

Tip: Sharing content with local groups on social media is an easy way of
growing the number of followers you have. But be careful not to share too much
with groups and ensure the content is relevant to them.

How do | manage my social media security and
safety?

It is really easy to share information about yourself. That is indeed the whole point of
social media. So as a councillor you need to think carefully about what you put out
there and how much of it.

Before you start posting it is worthwhile thinking about not only what is safe to post,
but what you are comfortable with posting. As a general rule, don’t share personal
information, such as your personal phone number, date of birth, or home address.

Remember that you need to also consider the personal data of others around you.
You might be comfortable living your life in the public glare, but you need to ask
yourself: “Are my family, friends, neighbours and work colleagues?”

From a security point of view, think carefully before you post. Once something is on
social media you lose nearly all control as to how it will be used.

As with emails you will need to watch out for phishing scams, cons and malicious
software.

Finally, there are trolls who post content that is designed to upset, elicit a response or
to further their own goals.

A troll is often someone who posts just to get an emotional reaction or to manipulate
others’ perceptions. The posts can be offensive, off-topic, inflammatory, purposefully
inaccurate or insincere. Trolls often do this for their own amusement or in aid of goals
such as disrupting the democratic process.

It is important ‘not to feed the trolls’. Stay focused on what’s important and try not to

respond to content that is purposefully offensive, off-topic, inflammatory, inaccurate or
insincere
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Tip: Every social media platform has a slightly different set of privacy options
and controls. Do your research and set them correctly BEFORE you start to post
content and not after.

What are my responsibilities as a councillor on social
media?

Golden Rule - If you are unsure about posting something, stop and ask for advice first
before doing anything else.

Social media almost always operates in the public domain. Once something is
published it is often out there for everyone to see. Social media content can:

e Go ‘viral’ - meaning it can be seen by a large number of people

o Be altered or changed without your consent

« Be taken out of context

e Shared around the world
Using social media as the elected (or co-opted) member of a council is very different
from using it as someone who isn’t a councillor. Councillors have additional
responsibilities because of the position they are in.

Councillors are personally responsible for the social media content they create, publish
and share. Being a councillor will not prevent someone else from pursuing legal action
following the publication of an untrue statement. In such a situation you will likely be
held personally liable.

Councillors should be mindful of the difference between fact and opinion. You also
play a central role in preventing the spread of disinformation. Think twice before you
press ‘share’ or ‘retweet’!

On social media, councillors should also keep in mind their responsibility in relation to
confidential information, copyright, data protection, the pre-election period and exempt
reports.

Councillors are still subject to the Code of Conduct on social media. If you refer to your
role as a councillor it is likely that you may be considered to be acting in an “official
capacity”.

When posting to social media you should remember:

e You are an elected representative of the council
« What you post can affect the reputation of the council

e The council is a corporate decision-making body. You cannot independently
make decisions for the council over social media

e Some issues and communications are best left to the council’s official social
media accounts, which is usually managed by officers
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« Having a single voice or message can be critical in some situations - for
instance in the event of major flooding

e You don’'t have to respond or comment to everything on social media -
sometimes it's best not to

Tip: Think before you press ‘publish’! There is a simple test. If you would be
reluctant to say something face-to-face to a group of strangers in the street,
then you probably shouldn’t say it on social media.

Do | need to manage my social media profiles and
pages?

You should consider having a separate social media page or profile for council use.
This will help to avoid confusion, both for yourself and others. On Facebook, this can
be done by setting up a Facebook Page.

Please keep in mind that even information posted to a private social media account
can quickly find its way into the public domain. Regardless of the social media platform
used, it can be useful to indicate the purpose of your profile or page. This will help to
make clear that it is a public page or profile you are using in your capacity as a
councillor.

It is your responsibility to manage whatever you set up on social media. It is likely over
time that others will contribute and comment. There are some basic things you should
consider, such as how you will handle abusive language or harassment.

Social media platforms provide administrators with lots of tools and settings to
help with management and moderation. Make sure you know how they work and
use them appropriately. This will save you time and stop problems from
happening.

Civility and respect social media guide for
councillors

When councillors use social media, the Code of Conduct may apply. Under the
Localism Act 2011, the Code of Conduct will only likely apply when acting in the role
of councillor and is unlikely to affect councillors using social media in a private
capacity.

Councillors who wish to use social media in their capacity as a councillor should
consider having separate social media accounts. This will help to avoid confusion,
both for yourself and others. For example, on Facebook, this can be done by setting
up a public Facebook Page where you use the ‘Councillor’ label before your name.
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Regardless of the platform councillors use, it can be useful to indicate what the
purpose of your profile or page is. This will help to make clear that it is a public page
or profile you are using in your capacity as a councillor.

It is the responsibility of councillors to manage their social media. Councillors should
consider, for example, how you will handle the moderation of comments and
messages.

The Council suggests that councillors consider the following guidance when using
social media in their councillor role:

Be as open, inclusive and professional as possible when using social media.

Get and give support. Where you feel able, provide support to fellow councillors
online, and reach out to colleagues and your council for support where needed.

If you are unsure about posting something, stop and ask for advice from an
appropriate source first, before doing anything else.

Bear in mind that what you post can affect the reputation of the council

The council is a corporate decision-making body. Councillors cannot
independently make decisions for the council over social media.

You should make clear you are expressing personal views and opinions, and
not speaking on behalf of the council unless authorised by the council to do so.

For some issues and communications, responses may need to come from the
council’s official social media, rather than individual councillors responding.

Councillors should be mindful of the difference between fact and opinion.
Elected members play a central role in preventing the spread of disinformation.

Don’t leave your social media to take care of itself. Social media doesn't stop -
it keeps going all day every day.

Don’t dismiss or ignore advice and guidance, particularly legal advice.

Don’t assume that a disclaimer or excuses will prevent someone from taking
legal action against you.

Make sure that your social media accounts are safe and protected with strong
passwords and multiple-factor authentication where possible.

Understand privacy settings. There is a range of settings to help you manage
who can see or comment on your posts.

Consider personal mental health and well-being. Taking a break from social
media from time to time can be beneficial.
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Suggested social media rules of
engagement for individual councillors

Clear rules of engagement can help a councillor or council to set out what their aims
are, how they will behave and how they expect users on their account to behave.

These rules of engagement have been created specifically with issues of civility and
respect in mind. However, they are wider reaching.

These suggested rules of engagement could be used on either a councillor’s social
media account or a council’s account. They could be posted to social media in the
account description, a pinned post/tweet or a link to a page on a website.

Welcome!

Hello and welcome to my/our social media page. |/we want to create a safe space for
everyone in our community to engage on (insert social media platform). These rules
of engagement have been created to set out what you can expect from me/us. They
also set out what I/'we expect of you if you wish to join in the discussion.

Rule 1: Be responsible and respectful

e Be open and honest.
« Be civil and respectful.
e Do not post anonymously or use a false name.

o Debate is fine, so long as it is carried out in a civil and respectful way.

Rule 2: Engage in positive conversations
o Actively participate in positive discussions.
« Be open to different points of view and others opinions.
e Share good news and success from our area.
o Share posts or content from other local organisations, groups and individuals
where it is appropriate to do so.
Rule 3: Address poor conduct
e Do not spread false information or unsubstantiated accusations.
o Posts must not contain abuse, harassment, intimidation or threats of any form.

e Posts must not contain any form of discrimination — including racism, sexism,
ageism, ableism, homophobia, transphobia or religious intolerance.
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« No social media user should have to put up with abusive or threatening
behaviour. I/we reserve the right to delete content, block individuals or report
individuals to social media platforms when necessary.

Guide to tackling online abuse for both
councillors and officers

A brief introduction

Social media offers many opportunities for councillors and councils to constructively
engage with their communities. Most of the time this is a positive experience. Social
media helps to build a profile, explain complex issues in plain English and to develop
a two-way conversation.

Unfortunately, in a small number of cases councillors and councils can experience
online abuse. Social media can become a place where individuals resort to abusive
behaviour, such as aggressive language, threats, trolling and bullying.

Types of abusive behaviour to watch out for

Trolls

Unfortunately, online abuse is an issue on every social media platform. Sometimes it
will be random or short-lived. On other occasions, it can be more sustained and led by
users who are often described as ‘trolls’.

A troll is often someone who posts just to get an emotional reaction or to manipulate
others perceptions. The posts can be offensive, off-topic, inflammatory, purposefully
inaccurate or insincere. Trolls often do this for their own amusement or in aid of goals
such as disrupting the democratic process.

All too often trolls post things without thinking, without obvious logic and without a good
reason. It is therefore important to remember that trolls often do not believe what they
themselves are posting.

‘Why can’t they just...?V’

Many issues that councils deal with are complex. From inside the council, this is clear.
From the outside, it can appear like ‘nothing is happening’. Sometimes it can be difficult
to explain in plain English why a simple solution will not work.

Some people in the community will have their own ‘simple’ or ‘common sense’ solution

to a problem. This can lead to people making the ‘Why can’t they just...?!" social media
posts.
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Residents sometimes consider councillors and councils to be ignoring them when their
simple solution is not considered or implemented. The problem is compounded by the
fact that some ‘Why can’t they just...?!" posts are picked up by the local media.

Problems can also emerge when people are pressed for detail on how the ‘simple
solution’ would work. Providing information that shows a ‘simple solution’ will not work
can cause some people to become aggressive, incoherent and defensive.

Legitimate challenge and scrutiny

Challenge and scrutiny are a key part of our democracy and the decision-making
process. It can for example help us to see where a decision might be having an
unintended or negative impact. This feedback is critical.

Challenge and scrutiny should be constructive. It should not lead to offensive language
and abusive behaviour. There is an important line that should not be crossed between
legitimate challenge and online abuse.

Councillors and councils should not seek to stifle debate or censure views. However,
they should not be put in a position where they are subject to offensive language and
abusive behaviour.

Politics

Politics is similar to challenge and scrutiny. It has an important role to play in debate
and forms an important part of the democratic process.

Councillors and councils should not seek to suppress other people's political views.
However, the political debate does not give people online a licence to abuse elected
officials. Once again there is a clear line between healthy debate and online abuse.

Smear campaigns

A smear campaign is a deliberate attempt to negatively impact a person's or
organisation's standing or damage their reputation. Smears are usually done through
the spread of false information and discrediting tactics. They can be ‘one-off
comments. Unfortunately, some are sustained and organised.

Smear campaigns can be one of the hardest forms of online abuse to deal with. In
some cases it might require legal advice to be taken or for the Police to get involved.
Remember to keep a record of the abuse and report the issue to the social media
platform and authorities as appropriate.

Bullying and harassment

Online bullying and harassment has unfortunately become more common in recent
years. Whilst it often appears in the press in relation to teenagers and young people it
is something that can affect anybody.
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Online bullying and harassment is when someone bullies or harasses someone else
online. It includes a wide range of behaviours such as threats, sexual remarks and
hate speech. In some situations, it can form a sustained pattern of behaviour.

Use positive language and tone to shape
engagement

Your digital ‘tone of voice’

Your tone of voice is as important on social media as it is in face-to-face conversation.
On social media, with all its angry voices you can use your tone of voice to shape
engagement. To create a more positive and constructive environment. Remain calm
and positive to help defuse the situation and steer the conversation in a positive
direction.

Using language to shape the conversation

The language that councillors use on social media is critical for building on the tone of
voice that we use. When you are being attacked it can be hard to avoid using
aggressive language yourself.

Even when it seems to you like it's the only option - using aggressive language never
improves the situation.

Councillors and officers should try to stick to positive and inclusive language. This
helps to control the nature of the interaction and keep things as constructive as
possible.

Social media language is often ‘chatty’ and it is important to make the language you
use as accessible as possible. Avoid acronyms and ‘council speak’. It is common for
councillors or officers to use acronyms for their own council or a committee (for
example VFM rather than Value for Money Committee). Not many people in the
community will understand what such acronyms mean.

Be kind!

People are generally much more rational if treated with kindness and compassion. It
is important to be seen by those watching the discussion that you are putting your
point of view across in a calm, patient and professional way.

Finding common ground

Try to find some common ground that allows you to calm the debate and show those
that are in the discussion that you share similar priorities or come from the same
background as them.
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Usually, councillors (and often officers) will live in the community they represent so
that can be a great place to start disarming those who are being aggressive by making
common cause with your community.

Asking people ‘how’ rather than ‘why’

Asking people ‘how’ rather than ‘why’ is a good way of working through how things
would work in practice. Talking about how this would play out rather than dwelling on
why it is (or is not) a good idea helps to engage people constructively and can expose
the complexity and flaws that make their simple-sounding suggestion difficult in reality.
This forces them to reassess and prompts a more moderate attitude.

Techniques to handle online abuse

Engage with a variety of views

Building up your following on social media means that it is harder for a small number
of angry voices to dominate. It also allows you as a councillor to hear from, and engage
with, a wider variety of people from across your community.

It also ensures that more people will be able to see and share the arguments you are
making in response to attacks. This builds further on your tone of voice and treating
people with respect even if they are not affording you the same courtesy as a larger
audience will see the way in which the debate is conducted.

Have a consistent narrative

Sharing a consistent story to fill gaps in people’s knowledge helps to dispel conspiracy
theories and baseless rumours by presenting a clear and credible narrative.

Escalation of an issue

In some situations, you can escalate an issue. If there is a complaint about a council
service it can be a legitimate course of action to ‘pass on’ the issue to a council officer.
Depending on how the complaint was made you might need to consider data
protection issues. Sometimes taking this course of action and being able to
demonstrate that action is being taken can help to defuse the situation.

The wider audience - who is looking?

In some situations, you might feel there is a need to reply. To get the truth out there
or to set the record straight. It is important before replying that you consider the
likelihood that you will succeed. It is important to ask yourself, who is the wider
audience?

Making a balanced and reasoned argument has value when there is a wider audience
watching the discussion. Most of those seeing the exchange will not actively engage.
In this situation ‘winning’ means ensuring that those looking on are reassured and
given accurate information.
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Conversely, if you think no one is looking, you need to ask yourself the question, is it
worth responding to?

If you respond you should avoid getting sucked into a lengthy debate over social
media. Not only is this very time-consuming you are also very unlikely to get the last
word in the debate.

Keep a record

When you receive online abuse you should make a record of it. This is important in
case the matter develops further. Particularly if the police or other bodies become
involved. It is also useful in demonstrating a pattern of behaviour.

Managing trolls

Trolls can be difficult to deal with. The best way to deal with a troll is ‘not to feed it’. By
which we mean, don’t respond to a post which is designed to upset, elicit a response
or to further a troll's own goals.

Your best response is to either:
« Ignore what they have posted, or
« Ifit's on your own page or profile to delete or hide their comment. This will mean
your other followers should not see it

If that doesn’t work, consider your next step. This could include blocking them or
reporting them to the social media platform or in some cases the Police.

Deleting and moderating comments

Most social media platforms give you the ability to delete comments. If someone has
made an abusive comment you might want to delete it. You should remember to take
a ‘screen grab’ picture first.

Some social media will give you the ability to automatically moderate content. Some
have a ‘profanity filter. Where this facility exists you should consider using it. It will
save you time and reduce the impact of abusive comments and behaviour.

Blocking abusive social media users

On almost all social media platforms you can block individuals who are persistently
abusive. If individuals are consistently aggressive it can be both sensible and
reasonable to block them from further engaging with you.

It is important to remember that as a councillor or officer you do not have to accept
abusive behaviour. You have as much right as anyone to be treated with dignity and
respect. You can include “rules of engagement” on your profile to make it clear to
others that you will not tolerate such behaviour.
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Blocking those who are abusive is important for both you and also for other people
who follow you who may feel intimidated by aggressive behaviour. They also have a
right to express their views.

Reporting online abuse and legal matters

Reporting an issue to the social media platform

Most social media platforms have ‘rules’ or ‘terms of use’ that prohibit abusive
behaviour. Each has different wording, but most forbid behaviours that are abusive,
bullying, harassing or intimidating behaviour.

If you feel someone has broken a social media platforms ‘rules’ you can report the
user to the platform in question. It will then be up to the platform to take further action.

Reporting an issue to the Police

In certain circumstances, you might need to report a matter to the Police. Threats of
violence, racist language, hate speech and pornographic material are the sort of things
you might need to report. If you do report the matter you should follow the advice given
to you by the Police and their requests for information.

Reporting a breach of the Code of Conduct

Should you receive online abuse from a councillor that might be a Code of Conduct
issue. If you believe that there has been a breach of the Code of Conduct you should
report it to the relevant monitoring officer.

Taking legal action

In some situations, you might feel that taking legal action is a legitimate course of
action. In such a situation you should seek legal advice and carefully consider the risks
as well as the likelihood of success. There is also often a financial cost involved with
this approach.

Valuing your mental health and well-being - when is
it time to get off social media?
If abuse is persistent and harming your mental health or severely damaging the

reputation of the organisation it may well be time to leave social media. This can mean
deleting accounts entirely or just taking a break from it for a while.

Some social media platforms allow users to temporarily ‘unpublish’ or ‘deactivate’
accounts. Some people find that trying a new platform can be useful. For instance,
trying out Instagram instead of Facebook.

There are well-documented mental health benefits to coming off social media for either
a fixed period of time or permanently.
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